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1 Introduction
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This document is the Console User Manual for Kingdee Apusic Load Balancer (ALB) V2.0.6 Standard Edition. It

introduces the features and usage of the ALB Console to help users get started quickly.

1.1 Intended Audience

This document is intended for IT business owners, R&D managers, software project managers, software architects,

and operations engineers.

1.2 Related Documents

For more information about ALB V2.0.6, refer to the ALB V2.0.6 documentation set:

No.

1

Document
ALB V2.0.6 Release Notes

ALB V2.0.6 Quick Start Guide

ALB V2.0.6 Installation Guide

ALB V2.0.6 Proxy Function
Manual

ALB V2.0.6 Console User
Manual

ALB V2.0.6 Developer Manual

ALB V2.0.6 Migration Guide

ALB V2.0.6 Operations
Manual

ALB V2.0.6 Performance
Optimization Guide

1.3 Technical Support

Description
Introduces the updates in this ALB release.
Briefly introduces how to get started with ALB.

Describes how to install ALB on various operating systems, start and
stop the ALB service, and register the product.

Describes ALB features, configuration, management, and the usage
of supporting tools.

Describes the features and operations of the ALB Console.

Describes the ALB external APIs, the alb-cli command-line tool, and
Al Agent integration.

Describes how to migrate earlier ALB versions to V2.0.6.

Describes ALB monitoring, operations, and security hardening.

Describes ALB performance tuning.

ALB provides comprehensive technical support. You can obtain support through the following channels:
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Website: www.apusic.com

Phone: 400-855-5800

Email: support@apusic.com

Kingdee Cloud Community: https://vip.kingdee.com/?productid=73&productlineld=14&lang=zh-CN

When requesting technical support, please provide the following information:
1. Your name
2. Your company information and contact details
3. The operating system and its version
4. The product version number

5. Details of the exception or error, such as logs and screenshots


http://www.apusic.com/
mailto:support@apusic.com
https://vip.kingdee.com/?productId=73&productLineId=14&lang=zh-CN

Apusic Load Balancer_Console User Manual

2 Contents

e Before You Start

e Login and Roles
e Ul Overview
e Run State

e Site Management

* Configuration

e (Certificates

* High Availability
* Log Management
e Modules

e System Info

e Three-Admin Management

e Common Operations
* FAQ and Troubleshooting
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3 Before You Start

The examples in this manual are based on the following two-node deployment:

* Primary node IP: 172.21.61.46

e Standby node IP: 172.21.61.66

Make sure that:

e ALBV2.0.6 s installed and running on both nodes
* The nodes can communicate with each other, and the firewall allows the required ports

e The Console service is accessible

In a real deployment, replace the example IP addresses with the addresses of your own environment.
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4 Login and Roles

4.1 Access URL

Open the ALB Console address in a browser, for example:

http://<ALB node IP>:8887/#/login

ﬂpUS’E Load Balancer

Sign In

]

APUSICE= x#= f)EMWE  APUSCERE=

4.2 Default Accounts and Roles

Five built-in accounts are created during system initialization. After the first deployment, the initial random
passwords are written to  [ALB installation directory]/console/data/users/.init passwords 0N
the server. Log in to the ALB server to view this file and obtain the initial password of each account, and change the

passwords promptly.

Account Role Responsibilities

admin- System Creates, enables/disables, and deletes user accounts; cannot assign roles or
system Admin perform any ALB business configuration
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admin- Security Views the user list; resets passwords, unlocks accounts, and assigns ALB roles;

security Admin configures the security policy. Cannot create or delete accounts
admin- Audit Vi . dit | d |

, iews operation audit logs, read-on
audit Admin P S 4

_ Has full ALB business configuration permissions (sites, configuration,
admin-alb ALB Admin .
certificates, HA, logs, modules)

user-alb ALB User Can view all ALB business data, with no operation permissions

Three-admin separation principle: the System Admin, Security Admin, and Audit Admin roles are mutually exclusive;
a single account cannot hold two or more of these roles at the same time. ALB Admin / ALB User are business roles,

assigned separately by the Security Admin, and do not conflict with the three-admin roles.

4.3 Login Flow Example

Take logging in as the ALB Admin admin-alb asan example:

1. Open the Console login page

2. Enter the username admin-alb and the password (after the first deployment, the initial random
password is written to console/data/users/.init passwords On the server;log in to the server to
obtain it)

3. Enter the 4-digit captcha on the right (click the image to refresh it)

4. Click "Sign In"

4.4 Forced Password Change on First Login

When you log in with a default account for the first time, the system forces a "Change Password" window to pop

up. The new password must meet the current password policy, which requires by default:

e At least 8 characters
e Uppercase letters
e lowercase letters

e Digits

e Special characters (such as 'e#5$%7&* )

Note: If you click "Cancel" in the Change Password window, the system logs you out automatically. You must

complete the password change before entering the Console.
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5 Ul Overview

After logging in, the ALB Admin enters the main Console, which consists of three parts:

* Top navigation bar: shows the language switcher, the current username, the Change Password entry, and
the Log Out button
* Left menu bar: entries to the functional modules

* Right content area: the specific feature pages

Different roles see different menus after login, the following uses the ALB Admin view as an example. The
System Admin, Security Admin, and Audit Admin can only see the menus within their own scope of

responsibility (such as User Management, Security Policy, and Operation Audit).
Menus visible to the ALB Admin:

* Run State

¢ Site Management
e Configuration

e C(Certificates

e High Availability
¢ Log Management
e Modules

e System Info

The Console interface supports Simplified Chinese, Traditional Chinese, and English. Click the language button

(globe icon) in the top-right corner to switch languages; see Switch Language for details.

If the current node is an HA standby node, a yellow banner is displayed at the top: "This node is the standby

node. Please perform configuration operations on the primary node."
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6 Run State

Entry: "Run State" in the left menu

Run State monitors the ALB process and server resources in real time, and contains two tabs.

6.1 ALB Traffic

ﬂﬂUSlL— paksa 2l -] @ English  admin-alb G Log out
@ Run State Run State
@ Site Management ALB Traffic Server
2 Configuration
© Certificates Status: | @ Running
& High Availability
B Log Management Virtual Serve Locations g Listen Ports g Active Cannection:
@ 3 @ 4 & 8089 ) (8080) (9090 TCP rQ 1
98 Modules
@ system Info
& Request Traffic Trend m Hour
~@- Active Connections @~ Accepted Connections ~@- Handled Connections —@- Total Requests @~ Reading Request Headers Wiiting Respanses  ~@- Waiting Requests
300,000 —
250,000
200,000
150,000
100,000
50,000

0
13:18 13:28 1338 1348 1358 14:08 14118 14:28 14:38 14:48 14:58 1508 15:18 1528 15:38 1548 15:58 16:08 16:18 16:28 16:38 16:48 1658 17:08 17:18 17:28 17:38 17:48 17:58 18:08 18:18 18:28 18:38 18:48 1858 19:08

The page shows:

e Status: Running / Stopped / Fault
e Statistics cards: number of virtual servers, number of location directives, listen ports, and active
connections

* Request Traffic Trend chart: supports switching between "Minute" and "Hour" granularity

Main operations:

e |f ALB is not running, click "Start" to start it
* You can enable traffic collection; the system automatically generates conf.d/stub status.conf and

listens on a local port (8090 by default)
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Note: Traffic collection adds a listen port, make sure the firewall allows this port. If the ALB main configuration
already includes the default /status path (as in the default configuration of the installation package), the

Console can read the data directly without enabling collection separately.

6.2 Server

Apusic s#iis

@® English  admin-alb G Log out
@ Run State Run State

@ Site Management ALB Traffic Server

# Configuration

@ certificates 3 server info B wmemory & storage

& Traffic Statistics
Uniime Jownload Traffic Jpload Traffic
& High Avalabilty Uptime: 10d 13h 2m Download Traff d Traff
Load Average: 0.49 / 0.55/0.49 150 GB 337.86 MB
B Log Management o bty 220 9.5GB 144 MB 114 GB
o CPU: Intel(R) Core(TM) Ultra 7 155U * 14
78 Modules (R) Core(Th) Memory - Swap Storage
© systeminfo 16 GB 4.3GB 1.17B
&) 2219 B piskio
. Upload Wite Read
- 0B/s 176.00KB /s 0B/s
6% R
aw N N Ia S
2% [ | [ \ |
_______________________ — - A | | |
0% S \ Iy \ / \
fo1552 191552 191554 191554 191556  19:1556 o \ / A / \ e / \
O User O Tota 191552 194552 101554 191554 194556 191556 191552 191552 104554 191554  19:1556 191556
-O- Download =0~ Upload -O- Wite <O~ Read

The page shows:

e Server uptime, load, operating system, and CPU model
e Memory and disk usage
e Total download/upload traffic

Real-time curves of CPU, network /O, and disk I/O (pushed over WebSocket)
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7 Site Management

Entry: "Site Management" in the left menu

Site Management maintains the virtual servers of ALB, divided into HTTP sites and TCP/UDP (Stream) sites.

Apusic s#iis

@ English  admin-alb  Log out
@ Run State Site Management

O el @HTTPSites  PTCP/UDP Sites

# Configuration

- + Create Site Q
@ Certificates

& High Availability SITE NAME DOMAINS LISTEN PORT ssL STATUS UPDATED AT ACTIONS

@ Log Management
main_config_server_0 localhost 8080 No Online 2026-08-10 17:58:20 2 Edit @ Take Offline 0 Delete
98 Modules

Total Litems < (1)~ 10/page
@ system Info — pag

7.1 HTTP Site List

Table columns:

e Site Name, Domains, Listen Port, SSL enabled, Status, Updated At

Operations:

e Create Site
e Editasite
* Bring a site online / take it offline

e Delete a site

After a site is created, the HTTP site list shows the new site:



Apusic Load Balancer_Console User Manual

Apusic mitmies @ English  admin-alb G Log out
@ Run State Site Management
@ site Management @HTTP Sites  PTCP/UDP Sites

Z Configuration

_ + Create Site Q
© Certificates
& High Availability SITE NAME DOMAINS LISTEN PORT ssL STATUS UPDATED AT ACTIONS

@ Log Management

manual-demo demo .example.com 8089 No Oniine 2026-08-10 19:01:04 2 Edit @ Take Offline T Delete
98 Modules
© systeminio main_config_server_0 localhost 8080 No e 2026-08-10 19:01:04 2 Edit @ Take Offline T Delete
Total 2 items \_T\ 10/ page

If the main configuration does not load site configurations via include conf.d/*.conf , a yellow warning is

displayed on the page, reminding you to check the nginx main configuration.

7.2 TCP/UDP Site List

Table columns:

e Site Name, Listen Port, Protocol (TCP/UDP), Backends, Status, Updated At

The operations are similar to those for HTTP sites. After a site is created, the TCP/UDP site list shows the new site:
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Apusic mitmies @ English  admin-alb G Log out

@ Run State Site Management
(] el o
@ site Management @HTTP Sites  PTCPIUDP Sites
Z Configuration

+ Create Site
© Certificates
& High Availability SITE NAME LISTEN PORT PROTOCOL BACKENDS STATUS UPDATED AT ACTIONS
@ Log Management

tep-demo 9090 Tcp 1 Oniine 2026-08-10 19:10:03 2 Edit @ TakeOfine T Delete
98 Modules

Total Litems < (1) - 10/ page

@ system Info

7.3 Creating an HTTP Site (Complete Example)

Entry: click "Create Site" on the Site Management page

7.3.1 Basic Info
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Apusic mitmies @ English  admin-alb G Log out

@ Run State _
Create HTTP Site
@ site Management € Back Cancel

Z Configuration

© Cerfoates Basicinfo  Locations  Upstreams  Advanced
& High Availability + Site Name
@ Log Management
Unique identifier of the site, used to generate the config file name. Only letters, digits, underscores, and hyphens are allowed. It cannot be changed after creatior
98 Modules
A Listen Port
The port ALB listens on; clients access the site through this port. Common ports: 80 (HTTP), 443 (HTTPS), 8080 (altemative HTTP)
Nhen online, saving automatically reloads the ALB configuration and takes effect; when offline, only the configuration is saved without reloading
Domains
Domains used to access this site; separate multiple domains with spaces. Leave empty to match all requests (default server)
Enable SSL
When enabled, HTTPS access is supported and an uploaded SSL certificate must be selected
Example values:
Field Example Description
Site Unique identifier; used to generate the config file name. Only letters,
manual-demo L
Name digits, underscores, and hyphens are allowed
Listen , : : : -
Sort 8089 The port clients access; avoid conflicts with existing ports
or
Site oni Saving automatically reloads the ALB configuration; if offline, the
nline : :
Status configuration does not take effect
Domains demo . example. com Separate multiple domains with spaces; leave empty for the default server
Enable . -
Off If enabled, an imported certificate must be selected

SSL
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@ Run State

@ site Management € Back Cancel

Create HTTP Site

Z Configuration

Basicinfo  Locations  Upstreams  Advanced
© Certificates
& High Availability Site Name
B Log Management manual-demo

Unique identifier of the site, used to generate the fig file name. C etters, digi nder es, and hyphens are allowed. ‘ot be changed after creat
98 Modules

Listen Port
@ system Info

8089

The p tel e ess the gh this port. Comr orts: 80 (HTTP), 443 (HTTPS), 8080 (alternative HTTP

Site Status

1en online, saving automati eloa nf on and takes effe en offline, of e configuration i e ading

Domains

| demo.example.com

Domains used to access this site; e domains with spaces. Leave empt atch all requests (default server).

Enable SSL

1en enabled, HTTPS acce: ipported and an uploaded SSL certificate must be selected

7.3.2 Locations

@ Run State ,
Create HTTP Site

& Back Cancel

@ Site Management

I

Configuration

Basic Info Locations Upstreams Advanced
@ Ccertificates

High Availability

t+ Add Location

2]

Log Management

98 Modules

©

System Info
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The Locations tab allows you to configure:

Match path (such as / or /api)

Proxy address proxy pass

Root directory, index files, try files

e Return status code, rewrite rules

Example:

Path: /

Proxy Pass: http://backend demo

7.3.3 Upstreams

Apust bk astiit] @ English admin-alb G Log out

@ Run State

Create HTTP Site

€ Back Cancel

@ Site Management

2 Configuration

Basic Info Locations Upstreams Advanced
© Certificates

& High Availability
+ Add Upstream
B Log Management

98 Modules

@ system Info

Click "Add Upstream" and fill in the backend server group information:

Field Example Description
Upstream Name backend_demo Locations reference the group by this name
Load Balancing Round Robin Options: IP Hash, Least Connections, Consistent Hash, Random;

Method (default) IP Hash provides session persistence



Address 127.0.0.1:8080
Weight 1
Max Fails

Fail Timeout 10 seconds

Apusic ngris
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Format: 1p:port
Higher weight receives more requests

The server is marked unavailable after this many failures

The time window for counting failures

@ English

admin-alb G Log out

@ Run State y
Create HTTP Site
@ Site Management € Back Cancel
2 Configuration
Basic Info Locations Upstreams Advanced
@ Ccertificates
& High Availability
Upstream 1: backend demo
B Log Management
Name
98 Modules
backend_demo
@ system Info Unique name of the Upstream; Locations reference it by this name. Naming

Load Balancing Method

Round Robin (default)

Backend Servers

Address Weight
| 127.0.0.1:8080 | 1
Backend server address, format: IP:port Higher weight receives more requests
Backup Server Mark Down
Used onl 1en all primary servers are navailable Temporarily marks tt
Active Health Check
Enable Active Health Check
When enabled, ALB automatically performs health checks on the servers

7.3.4 Advanced

g
Iles: letters, digits, underscores, €.g. backenc
me IP al e s er, Least Connections: sends requests to the server with the fewest active connections; Consistent Hash: assigns by request
ent t kel ookie, suitable when session cons y is required,
Max Fails Fail Timeout
3 10
Marked unavailable after this many failu ime wing i nds for counting failures
e server as unavailable
+ Add Server

+ Add Upstream
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Apusic mitmies @ English  admin-alb G Log out

@ Run State -
Create HTTP Site

@ site Management € Back Cancel

Z Configuration

i Basicinfo  Locations  Upstreams  Advanced
© Certificates

& High Availability
Logging Performance Access Control Rate Limiting Custom Headers More Config

@ Log Management

Access Log Path
98 Modules

@ system Info Path of the access log file; variables are supported. Leave empty to use the default configuratio

Access Log Format

Select a predefined log format; it must be defined in advance in the alb.conf main configuration.

Error Log Path

Path of the error log file, which records errors that occur while the server is running

Error Log Level

Log levels from low to high: debug < info < notice < warn < error < crit. The higher the level, the fewer logs are recorded,

The Advanced configuration consists of card-style tabs, including:

e Logging: access/error log paths, format, and level

e Performance: Gzip, proxy cache, static file cache, and client body size limit

e Access Control: IP whitelist / blacklist

 Rate Limiting: request rate, burst buffer, and connection limit

e Custom Headers: response headers / proxy request headers

e More Config: 25+ common ALB directives and raw server/location configuration

7.3.5 Save and Verify

After you click the "Save" button at the top left, the system shows a confirmation: "Save changes? The configuration

will be reloaded automatically after saving". After you click "OK", the system:

1. Validates the required form fields
2. Generates the ALB config file and saves itto conf.d/
3. Automatically reloads if auto-reload is enabled

4. Returns a save result message and goes back to the site list

After the site is saved successfully, you can see the new site in the HTTP site list:

20
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Apusic mitmies @ English  admin-alb G Log out
@ Run State Site Management
@ site Management @HTTP Sites  PTCP/UDP Sites

Z Configuration

_ + Create Site Q
© Certificates
& High Availability SITE NAME DOMAINS LISTEN PORT ssL STATUS UPDATED AT ACTIONS

@ Log Management

manual-demo demo .example.com 8089 No Oniine 2026-08-10 19:01:04 2 Edit @ Take Offline T Delete
98 Modules
© systeminio main_config_server_0 localhost 8080 No e 2026-08-10 19:01:04 2 Edit @ Take Offline T Delete
Total 2 items \ 1) 10/ page

FAQ: Save failures are usually caused by an occupied listen port, empty required fields, or an invalid backend
address format.

7.4 Creating a TCP/UDP Site (Complete Example)

Entry: switch to the "TCP/UDP Sites" tab on the Site Management page and click "Create Site"

7.4.1 Basic Info

21
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@ English

admin-alb

G Log out

@ Run State
Create TCP/UDP Site

@ site Management € Back Cancel
Z Configuration

Basic Info Backend Servers
© Certificates
& High Availability Site Name
@ Log Management
98 Modules Listen Port
@ system Info

Protocol

Site Status

Bring Online (@)}

Nhen online, saving automatically reloads ths

Example values:

Field
Site Name
Listen Port
Protocol

Site Status

Example

tcp-demo
9090
TCP

Online

Connection  More Config

Description
Unique identifier
Layer-4 proxy listen port
TCP / UDP available

Automatically reloaded and brought online after saving

22
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@ Run State
Create TCRIUDP Site

@ site Management & Back Cancel
Z Configuration
Basic Info Backend Servers Connection More Config
© Certificates
& High Availability Site Name
B Log Management fep-demo
98 Modules Listen Port
9080
@ system Info
Protocol
TCP

Site Status

7.4.2 Backend Servers

@ Run State
Create TCP/UDP Site

& Back Cancel

@ Site Management

I

Configuration

Basic Info Backend Servers Connection More Cenfig
@ Ccertificates

High Availability

+Add Backend Server

2]

Log Management
98 Modules

@ System Info

23
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Click "+ Add Backend Server" and fill in:

Field Example Description
Address 127.0.0.1:3306 The real backend service address
Weight 1 Request distribution weight
Max Fails 3 Health determination threshold
Fail Timeout 10 seconds Failure statistics window

Apusic mitmies @ English  admin-alb G Log out

@ Run State
Create TCPIUDP Site

@ site Management « Back Cancel

2 Configuration

Basic Info Backend Servers Connection More Config

© Certificates
& High Availability

Server 1 juj
@ Log Management

Address

98 Modules

| 127.0.0.1:3306

@ system Info
Weight

1

Max Fails

3

Fail Timeout (seconds)

10

Backup Server

+ Add Backend Server

7.4.3 Connection

You can configure:

Connect timeout

Data transfer timeout

Buffer size

Health check parameters

7.4.4 More Config

Raw directives at the stream server level can be written directly.

24
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7.4.5 Save and Verify

After filling in the form, click "Save" at the top left and click "OK" in the confirmation dialog. After the site is saved
successfully, you can see the new tcp-demo Ssite in the TCP/UDP site list (as shown in the TCP/UDP site list

screenshot above).

7.5 Enable, Disable, and Delete

* Bring Online / Take Offline: toggle with the status switch in the list. After a site is taken offline, ALB no
longer listens on its port, but the configuration is retained.

e Delete: deletion cannot be undone; make sure the site is no longer in use.

25
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8 Configuration

Entry: "Configuration" in the left menu

Configuration is used to browse, edit, back up, and import ALB configuration files.

Apusic nigtamis @ English  admin-alb G Log out

@ Run State Config Management

@ Site Management

Create File Create Folder [ Migrate from Nginx [3) Backup Now © View Backups Q
2 Configuration
@ certificates NAME MODIFIED AT ACTIONS

& High Availability

B alb.conf 2026-08-10 19:10:03 £ Rename 2 Edit
@ Log Management
28 Modules B conf.d 2026-08-10 19:01.04 £ Rename B Open Folder
@ system Info
B> conf.d.disabled 2026-08-04 15:11:33 2 Rename B> Open Folder
B fastcgi.conf 2026-07-15 16:01:02 £ Rename 2 Edit
B fastcgi_params 2026-07-15 16:01:02 £ Rename 2 Edit
B koi-utf 2026-07-15 16:01:02 2 Rename 2 Edit
B koi-win 2026-07-15 16:01:02 2 Rename 2 Edit
B mime.types 2026-07-15 16:01:02 £ Rename £ Edit
B scoi_params 2026-07-15 16:01:02 2 Rename 2 Edit
B stream.d 2026-08-10 19:10:.03 £ Rename E= Open Folder
B> stream.d.disabled 2026-08-10 19:10:03 2 Rename B> Open Folder
B uwsgi_params 2026-07-15 16:01:02 £ Rename 2 Edit
B win-utt 2026-07-15 16:01:02 2 Rename £ Edit

8.1 Browsing Files

e Files and folders in the current directory are listed in a table
e C(lick to enter a subdirectory

e Files and folders can be renamed

8.2 Creating Files and Folders

e C(Click "Create File" to open the configuration editor
e Click "Create Folder" to create a folder in the current directory

8.3 Config File Editor

Entry: click "Edit" on a file, or click "Create File"
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Apusic n#iames

@ English admin-alb C Log out

@ Run State Config Management / alb.conf
Edit Config

@ Site Management
Z Configuration
Save Format Code History Back
Certificates
@ Name
& High Availability

@ Log Management bath
28 Modules Ihome/mefantitest-soft/alb-agile/ALB-V2.0.6-

SE-amd64/conflalb.conf
@ system Info

Modified At

2026-08-10 19:10:03

The editor provides:

* A CodeMirror code editing area with syntax highlighting

* A file information panel (name, path, modification time)

» Save: saves the current file content; in HA mode, the sync result is shown
e Format: automatically formats the ALB configuration

 History: views and restores previous versions

e Back: returns to the file management page
If the current node is an HA standby node, editing is disabled and you are prompted to perform the operation
on the primary node.
8.4 Backup and Rollback (Complete Example)

8.4.1 Backup Now

1. Click "Backup Now" on the Config Management page
2. Fillin a note (optional) in the pop-up dialog
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Backup Now

Afull backup of the current ALB config directory will be created.

Note (optional)

3. Click "Backup"; the system creates a full snapshot of the current ALB config directory

@ Run State Config Management

@ Site Management

Create Folder [4 Migrate from Nginx [ Backup Now @ View Backups Search by keyword Q
£ Configuration
@ certificates NAME C MODIFIED AT $ ACTIONS
& High Availability
B alb.conf 2026-08-10 19:10:03 2 Rename 2 Edit
@ Log Management
58 Modules B conf.d 2026-08-10 19:01.04 2 Rename E= Open Folder
@ System Info
B conf.d.disabled 2026-08-04 15:11:33 £ Rename > Open Folder
B fastcgi.conf 2026-07-15 16:01:02 £ Rename £ Edit
W fastcgi_params 2026-07-15 16:01:02 2 Rename 2 Edit
B koi-utf 2026-07-15 16:01:02 £ Rename 2 Edit
B koi-win 2026-07-15 16:01:02 £ Rename 2 Edit
B mime.types 2026-07-15 16:01:02 £ Rename £ Edit
W scgi_params 2026-07-15 16:01:02 2 Rename 2 Edit
B stream.d 2026-08-10 19:10:.03 2 Rename E= Open Folder
5 stream.d.disabled 2026-08-10 19:10:03 £ Rename > Open Folder
B uwsgi_params 2026-07-15 16:01:02 £ Rename £ Edit
B win-utf 2026-07-15 16:01:02 2 Rename 2 Edit
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8.4.2 Viewing Backup History

Click "View Backups"; a backup history drawer slides out from the right:

»  ( Config Backup Management

[ @ 6 backups, 120.42 KB total

BACKUP TIME

2026-08-10 19:21:28

2026-06-12 17:12:39

2026-06-12 16:20:22

2026-06-12 13:48:54

2026-06-12 11:18:45

2026-06-12 10:25:57

In the backup history you can:

e View backup times and notes
e Restore a historical version

e Delete backups you no longer need

NOTE

Manual backup before docum. .

SIZE

18.87 KB

20.31 KB

2031 KB

2031 KB

20.31KB

20.31 KB

ACTIONS

3 Restore

3 Restore

3 Restore

3 Restore

3 Restore

3 Restore

Note: A restore overwrites the current configuration. It is recommended to run "Backup Now" once more

before restoring, so the current state is preserved. Backup files are stored in the [ALB installation

O Delete

O Delete

O Delete

O Delete

O Delete

0 Delete

directory]/backup/ directory. The system keeps the latest 30 backups by default and automatically cleans

up the oldest ones beyond that. A restore does not interrupt the ALB service, but it triggers a configuration

reload.

8.5 Migrate from Nginx

Click "Migrate from Nginx" to launch the migration wizard, which imports an existing nginx configuration file as ALB

sites and configuration.

1. Enter the path of the Nginx configuration file in the dialog and click Scan
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Nginx Config Migration Wizard

°Scan 2 Preview 3 Execute

Scan Configuration

Full path to the Nginx config file (nginx.conf)

[ Jmpinginx-migrate-demalnginx.conf

() cetconfig from the running Nginx process

2. After the scan succeeds, you can view the scan results and proceed with the migration

Nginx Config Migration Wizard

°Scan 2 Preview 3 Execute

Scan Configuration

Full path to the Nginx config file (nginx.conf)

Get config from the running Nginx process

Scan Results

Nginx Config @ itmp/nginx-migrate-demo/nginx.conf

Included Config Files 1
SSL Certificates [

Static Assets (=S

© Scan Gompleted: 2 canfigs, 0 certificates, 1 static assets found

3. After the migration completes, you can view the migration result. Note: enabling "Overwrite Original
Config" clears the existing configuration; by default, the Nginx configuration is appended rather than

overwritten.
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Nginx Config Migration Wizard

v Sean ———— epveview 3 Execute

o Confirm what to migrate

The system will migrate the Nginx config files, SSL certificates, static assets and log files to the ALB
directory. The original on is backed up ically before migration.

O Cleanup Options

Overwrite Original Config
When enabled, all old configs under confl (including alb.conf) are cleared before the new configs are written

[ Config Files (2

Main Config: Ampinginx-migrate-demoinginx.conf

Included Configs: 1 include files

B Include Files 1

0 Include files with path conflicts
The following include files conflict with existing ALB config paths. Choose a strategy:

© Overwrite files with the same name Keep existing files Rename migrated files

ORIGINAL PATH TARGET PATH TYPE STATUS

mime types mime types Relative Path

SSL Certificates 0 Migrate Certificates

Certificates will not be migrated

[ Static Assets 1 Migrate Static Assets

4. Migration result

Nginx Config Migration Wizard

v Scan ———— v Preview ——m—— eExecule

Migration completed

0s @ B Back up original config
# AR

0s @ [@ Migrate config files
SEREE T

17864155 @ Migrate certificate files
Bt

17864155 (9 [3 Migrate static assets
Bt

17864155 @ B Migrate log files
Bt

0s @ £ Rewite config paths
EERERE

v Validate config
ERCE

Migration Logs

FRERITERES . ..
HHID: scan_ 20260811 181450
EHEW: true

RIS false, #E: 6
ERRERIE: false, ME:

5. View the final result
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Migration Succeeded

The Nginx config has been migrated to ALB successfully

Migration Summary

data/backup-migrate/alb_backup_backup_migrate migrate 20260811 102159.tar.gz

Backup Path
" a
Config Files B2
ssL
o
Certificates v
Static Assets oo
Log Files =
Migrated Config Files
alb.conf
mime. types
- \

° Migration succeeded!
The Nginx config has been migrated to ALB successfully.
Important: After migration, you must restart the ALB service manually for the new confiy to take effect.

To restore the pre-migration config, use the "View Backups" feature on the Config Management page.

Migration Logs

v View detailed logs (49)

6. After the migration completes, reload ALB

Static Assets

Log Files

Migrated Config Files

alb.conf

mime. types

° Migration succeeded!
The Nginx config has been migrated to ALB successfully.
Important: After migration, you must restart the ALE service manually for the new config to take effect.

To restore the pre-migration config, use the "View Backups” feature on the Config Management page.

Migration Logs

v View detailed logs (49)

FHERITTRES . ..

FHRID: scan_20260811_1081458

BHHEW: true

ARIET: false, #E: ©

SEBIERIR: false, #B: ©

AEEF true, #E: 0

fERIRCER ALB Bf2: /home/mofant/test-soft/alb-agile/ALB-V2.0.6-SE-and6d
4 ALB Ff2: /home/mofant/test-soft/alb-agile/ALB-V2.6.6-SE-and64

## ALB FEEAR: /home/mofant/test-soft/alb-agile/ALB-V2.6.6-SE-and64/conf
ALB FEE BRI

THEEGHERE. ..

£14}77MER: data/backup-migrate

FHEERERR : /hone/mofant/test-soft/alb-agile/ALB-V2.8.6-SE-amd64/conf

¥R data/backup-migrate/alb backup backup migrate migrate 20260811 102159.tar.gz (K.

@ View Config Reload ALB
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9 Certificates

Entry: "Certificates" in the left menu

Certificates maintains the SSL/TLS certificates required by HTTPS sites.

@ Run State Certificate Management
@ Site Management
Import Certificate Generate Test Certificate Scan Cettificates in Config
£ Configuration
@ cenificates NAME CERTIFICATE SNI TYPE EXPIRATION TIME ACTIONS

& High Availability

demo-cert demo.example.com Standard Certificate 2027-08-10 00:00 ® View Details £ Rename

B Log Management
98 Modules

@ system Info

9.1 Certificate List

Table columns:

& Bind Site

d copy Config

e Certificate Name, SNI, Type (Standard Certificate / GM Certificate), Expiration Time

9.2 Importing a Standard Certificate (RSA/ECC)

Entry: click "Import Certificate'

33
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Apusic n#iames

@ English admin-alb G Log out
{2 Run State Certificate Management / Import

Import Certificate
@ Site Management

Z Configuration
Save Back

© Certificates Certificate Type

& High Availability | standard Certificate (RSA/ECC)

GM Certificate (SM2 Dual Certificates)

@ Log Management Certificate Name

98 Modules

@ system Info
SSL Certificate Content  Upload

SSL Certificate Key Content  Upload

Example values:

Field Description
Certificate Type Standard Certificate (RSA/ECC)
Certificate Name Custom name, such as demo-cert
SSL Certificate Content Paste the certificate PEM content, or click "Upload" to choose a .crt/.pen file

SSL Certificate Key Content Paste the private key PEM content, or click "Upload" to choose a .key file

9.3 Importing a GM Certificate (SM2 Dual Certificates)

Click the "GM Certificate (SM2 Dual Certificates)" radio button to switch the form:
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Apusic mitmies @ English  admin-alb G Log out

{2 Run State Certificate Management / Import

Import Certificate
@ Site Management

Z Configuration
Save Back

© Certificates

Certificate Type
& High Availability Standard Certificate (RSA/ECC) GM Certificate (SM2 Dual Certificates) ‘
@ Log Management Certificate Name

98 Modules

@ system Info
o About GM Dual Certificates
« GM ceriificates require uploading bath the signing certificate (Sig) and the encryption certificate (Enc)
= The signing certificate is used for digital signature verification
= The encryption certificate is used for data transmission encryption
= The domain names (SNI) of both certificates must be identical

Signing Certificate (Sig)

Signing Certificate Content  Upload

signing Certificate Key Upload

Encryption Certificate (Enc)

Encryption Certificate Content Upload

A GM certificate requires uploading separately:
* Signing certificate + signing key
e Encryption certificate + encryption key
9.4 Scan Certificates in Config

Scan Certificates in Config is an advanced feature that scans existing configuration files for certificates and

generates certificate objects for unified management.

Click "Scan Certificates in Config"



Apusic Load Balancer_Console User Manual

Scan Certificates in Config X

+ Scamnng ——M °Preview&Cunlirm 3 Execution Result

AN e EXPIRATION o REFERENCE AT
TIME D SITES

scan-
Standard
] demo.exa 2027-08-10 [home/mof... demo.exampl
€e.col Certificate
e.com

Will create 1 certificate records and can fix 1 site references Cancel Confirm Adoption

After the scan succeeds, you can view the scan results and proceed with the migration

9.5 Other Operations
* Generate Test Certificate: quickly generates a self-signed certificate, for testing only
* View Details: views the certificate chain, validity period, issuer, and other information
* Rename: changes the certificate name

* Bind to Site: binds the certificate to an existing HTTP site; after binding, reload ALB for the configuration to
take effect

* Copy ALB Config Snippet: copies the ss1 certificate and related configuration to the clipboard
* Delete: deletes certificates that are no longer in use
Note: 30 days before a certificate expires, the system displays a yellow warning on the certificate list page;

please update it in time. GM certificates (SMZ2) require the GM module built into ALB; make sure the current

version has GM support enabled.
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10 High Availability

Entry: "High Availability" in the left menu

The High Availability (HA) module builds an ALB two-node hot-standby cluster, ensuring that the standby node

takes over the service when the primary node fails. ALB supports two HA modes:

* Native AHA: the high-availability component built into ALB, suitable for quick deployment; it can be
enabled with one-click configuration in the Console. This mode is used by default.

* Keepalived: an open-source high-availability solution based on the VRRP protocol, suitable for
environments with existing Keepalived operations experience; it requires manual installation and

configuration.

The following uses the primary node 172.21.61.46 and the standby node 172.21.61.66 asanexample to
describe the configuration steps in Native AHA mode through the Console. To use Keepalived mode, refer to the

"Using Keepalived for High Availability" chapter of the Installation Guide for manual configuration.

When you enter the page for the first time and HA is not configured, the page shows an empty state with a "Create

HA Configuration" button:

AﬂUSfE kiAot @ English  admin-alb G Log out

fw Run State High Availability Configuration

@ Site Management
Z  Configuration

@ Cerificates

i High Availability
@ Log Management

Modules

+0
ob

High Availability Configuration

@ system Info Configure ALB high availability to ensure automatic failover when a node fails

Create HA Configuration
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10.1 Creating an HA Configuration (Complete Example)

Click "Create HA Configuration" to enter the step-by-step wizard.

10.1.1 Basic Configuration

Edit HA Configuration X
@ Basic Configuratio Health Check Primary Node Standby Node

Basic Keepalived Configure health Primary node info Standby node list
parameters check

* Protocol

O 1Pv4

“\irtual IP

[ e.g. 192.168.1.100

The floating IP address that drifts between the primary and standby nodes during failover

# Virtual Router ID

239

Range 1-255; must be identical on the primary and standby nodes

Message Send Interval

1000

Heartbeat message send interval; 1000ms recommended

Preempt Mode

[ o @)

Fill in the basic Keepalived parameters as shown in the example:

Field Example Description
Protocol IPv4 Select IPv4 / IPv6 according to the network environment

The floating IP that drifts between the primary and standby nodes

Virtual IP 172.21.61.150 . .
during failover
Virtual Router ID 239 Range 1-255; must be identical on the primary and standby nodes

Message Send _
1000 ms Heartbeat message send interval
Interval

Preempt Mode On A recovered node with higher priority preempts the primary role
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Edit HA Configuration X

@ Basic Configuratio Health Check Primary Node Standby Node

Basic Keepalived Configure health Primary node info Standby node list
parameters check
“ Protocol

O IPv4 IPv6

“\irtwal IP

172.21.61.211

The floating IP address that drifts between the primary and standby nodes during failover

*\irtual Router ID

239

Range 1-255; must be identical on the primary and standby nodes

Message Send Interval

1000

Heartbeat message send interval; 1000ms recommended

Preempt Mode

[ on @)

Note: The Virtual IP must be an unoccupied IP in the current subnet and reachable by the network interfaces of
both nodes; the Virtual Router ID must not conflict with other Keepalived clusters in the same subnet.

10.1.2 Health Check
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node_status
URL of the ALB instance health check

Healthy Status Codes
200 O 404 1+ Add Status Code

Expected response status codes; responses with these codes are considered healthy

* Check Interval

1000

Time interval between health checks

* Retry Count

3

Number of retries after failure; exceeding this count marks the instance unhealthy

* Retry Interval

2000

Wait time between retries

Restart ALB when detected unhealthy

v

Attempt to restart ALB automatically when detected unhealthy

Cancel Previous

Configure the ALB instance health check parameters:

Field Example Description
Check Type HTTP HTTPS is also available
Check Port 8080 The ALB health check port
Check URL /node_status The health check URL

Health Expected response status codes; a response with this code is considered
ealthy

Status Codes 200 healthy; configure according to the status code actually returned by your

health check interface

Check

1000 ms Interval between checks
Interval

Number of retries after failure; exceeding this count marks the instance
Retry Count 3
unhealthy

Retr o .
y 2000 ms Wait time between retries
Interval
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In the screenshot, "Restart ALB when detected unhealthy" is off, when enabled, the system attempts to restart

ALB automatically when the health check fails.

10.1.3 Primary Node Info

Edit HA Configuration X

@ Basic Configuratio O Health Check — E Primary Node Standby Node

Basic Keepalived Configure health Primary node info Standby node list
parameters check
“IP

172.21.61.46

IP address of the primary node

“ Network Interface

etho

Network interface to which the VIP is bound

* Console Port

8887

Console communication port

“ Priority
100
The primary node priority should be the highest (100-255 recommended)

Cancel Previous

Select the primary node IR network interface, console port, and priority:

Field Example Description
P 172.21.61.46 Primary node IP
Network Interface eth0 The interface to which the VIP is bound
Console Port 8887 Inter-node communication port
Priority 100 The primary node priority should be the highest (100-255)

10.1.4 Standby Node Info
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IP address of the standby node

* Console Port

8887

Console communication port

* AuthKey

Authentication key for inter-node communication; configured as aha-auth-key in [ALB installation
directory]/console/conf/config.yaml. Click Test Connection after filling it in

-

© Connection test succeeded

.
* Network Interface

Network interface to which the VIP is bound (automatically obtained after a successful connectivity test)

* Priority
90

The standby node priority should be lower than the primary node (1-99 recommended)

+ Add Standby Node

Previous Save

Add the standby node 172.21.61.66 and configure its IR network interface, console port, and priority:

Field Example Description
P 172.21.61.66 Standby node IP
Network Interface eth0 The interface to which the VIP is bound
Console Port 8887 Inter-node communication port
Priority 90 The standby node priority should be lower than the primary node

Click "Create"; the system saves the configuration and automatically syncs it to the standby node.

10.2 HA Status Page

After the configuration is created successfully, the page shows the high availability status details:
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Apusic st

@ English admin-alb  Log out

fa} Run State High Availability Configuration ALB Config: + Check Config < Sync Config

@ site Management

Z Configuration (@ Senice Status 51 Keepalived Configuration
@ Certificates Current Role Protocol: 1IPV4
VIP Binding : | Boun Virtual IP: 172.21.61.211
i  High Availability
o HA Status Router ID: 239
B Log Management Node Count: & 2 nodes Message Interval: 1000 ms
28 Modules Config Sync: £ ( Enable Preempt Mode:
@ System Info
5 node Configuration
3 Primary Node
P 172.21.61.46 Network Interface: eth0 Port
Priority: 100
3 standby Node 1
P 172.21.61.66 Network Interface: eth0 Port

Priority: 90

The page is divided into four areas:
* Service Status

o Current Role: Primary Node / Standby Node
o VIP Binding: Bound / Unbound

o HA Status: Enabled / Disabled

o Node Count

o Config Sync: Enabled / Disabled

* Keepalived Configuration

o Protocol, Virtual IP Router ID

o Message Interval, Preempt Mode

e Health Check

o Check Type, Port, URL

o Check Interval, Retry Count

* Node Configuration

o Primary node information (MASTER)
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&7 Health Check

Check Type: HTTP
Check Port: 8080

Check URL: /node_status

Check Interval: 1000 ms

Retry Count: 3

MASTER
8887

BACKUP
8887
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o Standby node information (BACKUP)

Operation buttons at the top:

Button Description

Check Config  Validates whether the current ALB configuration is correct

Sync Config Syncs the primary node's ALB configuration to the standby node
Edit Config Modifies the HA configuration (only available on the primary node)
Disable HA Stops the HA service and keeps the configuration

10.3 Editing the HA Configuration

Click "Edit Config" to reopen the wizard and modify HA parameters:

Edit HA Configuration X

@ Basic Configuratio Health Check Primary Node Standby Node

Basic Keepalived Configure health Primary node info Standby node list
parameters check

* Protocol

O 1Pua IPv6

“ Virtual IP

[ €.0. 192.168.1.100

The floating IP address that drifts between the primary and standby nodes during failover

# Virtual Router ID

239

Range 1-255; must be identical on the primary and standby nodes

Message Send Interval

1000

Heartbeat message send interval; 1000ms recommended

Preempt Mode

[ on @)

Note: The HA configuration can only be edited on the primary node, the standby node can only view the HA

status.

10.4 Disabling and Enabling HA
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After you click "Disable HA", the system stops the Keepalived service and unbinds the VIR but the HA configuration
is retained:

ﬂﬂUSn'E kAl i @ English  admin-alb G Log out

@ Run State High Availability Configuration ALB Config: v Check Config < Sync Config HA Config: | £ Edit Config | (® Disable HA:I

@ site Management

# Configuration [JJ Senice Status i85t Keepalived Configuration & Health Check
@ Cenificates Current Role Protocol: 1PV4 Check Type: HTTP
VIP Binding: | Unbound Virtual IP: 172.21.61.211 Check Port: 8080

High Availability

Router ID: 239 Check URL: /node_status

@ Log Management Message Interval: 1000 ms Check Interval: 1000 ms

oo Config Sync: 5 | Enable Preempt Mode: | On Retry Count: 3

78 Modules

@ System Info

&, Node Configuration

2 Primary Node MASTER
Pr172.21.61.46 Network Interface: eth0 Port: 8887

Prionty: 100

2 standby Node 1 BACKUP
P 172.21.61.66 Network Interface: eth0 Port: 8887

Priority: 90

To re-enable it, click the "Enable HA" switch on the page.

10.5 Config Sync and Consistency Check
After completing site, certificate, or configuration changes on the primary node, it is recommended to:

1. Check Config: click the "Check Config" button at the top to validate whether the ALB configuration is
correct

2. Sync Config: click the "Sync Config" button at the top to sync the primary node's configuration to the
standby node

Note:

* Configuration changes are automatically synced to standby nodes.

» The standby node can only view the HA status and cannot modify the HA configuration.

 [fthe current node is a standby node, editing operations such as site and configuration editing are also
disabled, and a banner is displayed at the top: "This node is the standby node. Please perform
configuration operations on the primary node."
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11 Log Management

Entry: "Log Management" in the left menu

Log Management is used to view ALB logs, download log files, and configure automatic rotation.

Apusic nigtamis @ English  admin-alb G Log out

@ Run State Log Management
@ Site Management
# Configuration
B> Log File Management

@ Certificates

LOG FILE CATEGORY LOG ROTATION ACTIONS
& High Availability
@ Log Management B /home/mofant/test-soft/alb-agile/ALB-V2.0.6-SE-amd64/logs/access.log Access Log Not Configured view @ Configure
¥ Modules B Jhomelmofantitest-soft/alb-agile/ALB-V2.0 6-SE-amdé4/logs/erorlog ErrorLog Not Configured View @ Configure
@ system Info -
Total 2 items [1] 10/ page

Currently viewing: | Not Selected

Click a log file above to view its content

11.1 Log List

e Lists access logs (blue tag) and error logs (red tag)

e Shows log name, type, and rotation status

11.2 Viewing Logs in Real Time

Click the "View" button of a log entry to open the log content page:
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Apusic mitmies @ English  admin-alb G Log out

@ Run Stae Log Management
@ Site Management
Z Configuration
B Log File Management

© Certificates

LOG FILE CATEGORY LOG ROTATION ACTIONS
& High Availability
@ Log Management B /home/mofant/test-soft/alb-agile/ALB-V2.0.6-SE-amd64/logs/access.log Access Log Not Configured @& Configure
¥ Modules B Jhomelmofantitest-soft/alb-agile/ALB-V2.0 6-SE-amdé4/logs/erorlog ErrorLog Not Configured View @ Configure
© system Info -
Total 2 items [1] 10/ page
Currently viewing: ftfalb-agile/ALB-V2.0.6-SE: Nlogs/ log Real-time | Fu TextJ

Loading full text...

e Real-time mode: newly appended logs are pushed in real time over WebSocket
* Full Text mode: loads the complete log content

11.3 Log File Management

Click "Log File Management" to open the log file management page, where you can browse historical log files by

directory and download them.

11.4 Log Rotation Config

Click the "Configure" button in the log list:
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You can configure:

Field
Task Name
Log File Path
Rotation Mode
Retention Days

Daily Run Time

Compress Old Logs

Description

Apusic Load Balancer_Console User Manual

Configure Log Rotation

Log File

* Retention Days

14

* Daily Run Time

0100

Compress Old Logs

Note: The system automatically detects and uses logrotate (if available) or a she

script for log rotation,

Cancel

Example

access-log-rotate

Save & Enable

/tmp/ALB-V2.0.6-SE-amd64/logs/access.log

Shell / logrotate
30

02:00

On

Optional

Operations: add, edit, enable/disable, trigger manually, delete.

Description
Custom name
The log file to rotate
Rotation execution method
Number of days to keep historical logs
Daily execution time
Whether to compress historical logs

Task description
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12 Modules

Entry: "Modules" in the left menu

Modules is used to upload, enable, disable, and delete ALB dynamic modules.

Apusic nigtamis @ English  admin-alb G Log out

@ Run State Module Management

@ Site Management

+ Upload Module
# Configuration

@ Certificates MODULE NAME VERSION ALBVERSION  DESCRIPTION STATUS UPLOADED AT ACTIONS
& High Availability

@ Log Management

98 Modules

@ system Info

Total 0 items 1 10/ page

12.1 Uploading a Module

Click "Upload Module":
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Upload Module X

Upload an ALB dynamic module package (ZIP format), The package must
contain a manifest json metadata file and a .so module file

i)

Click or drag a file to this area to upload

Supports .zip module packages, max 50MB

Module package format requirements:

« manifest json - Module metadata (required)
+ module_name.sa - Module binary file (required)
« README.md - Module documentation (aptional)

[V Confim Upload

e /IP format supported, up to 50MB
* The ZIP package must contain a manifest.json describing the module metadata

e Drag a file to the upload area, or click to choose a file

12.2 Module Operations

* Enable / Disable: controls whether the module is loaded; a change takes effect only after ALB is reloaded
e Delete: only disabled modules can be deleted

* Details: views the module version, applicable ALB version, directive list, and other information

Note: The module ZIP package must contain @ manifest.json describing the module metadata, in the

following format:
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The system automatically validates the manifest.json format and ALB version compatibility during upload.
If ALB fails to reload after a module is enabled, check whether the module version is compatible with the

current ALB version, or view logs/error.log for detailed error information.
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13 System Info

Entry: "System Infd" in the left menu

System Info shows the versions, license, running status, and hardware resources of ALB and the Console.

Apusic s#iis

@ English admin-alb
@ Run State System Information
@ Site Management

# Configuration @ Running Status

jon Informatior Upgrade Upgrade History [ System Re:
- Running Status (@ R ALE Version  V2.0.6-260715-1 CPU Cores 14, x86_64
@ Certificates
Uptime 105 148 243 Console Version  dev Memory 16GB
& High Avallability License Type  KBC Update License Operaling System  Ubuntu 22.04
License Expiration  2026-09-30 23:59:59 (|

@ Log Management
Authorization Code  ( SZTY9522111246
98 Modules

@ system Info

The page contains three cards:

1. Running Status

o

ALB status tag

o

Uptime

[e]

License type and license expiration time

[e]

Authorization Code

2. Version Information

o ALB Version

o Console Version

o Upgrade button

o Upgrade History / rollback entry

3. System Resources
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o CPU Cores
o Memory size
o QOperating system information

13.1 Updating the License

Click "Update License" to upload a .xm1 or .lic license file.

13.2 Upgrade and Rollback

* Upgrade ALB: upload an upgrade package ( .tar.gz format supported) to upgrade the version
* Upgrade History / Rollback: view historical upgrade records and roll back to a previous version when

necessary

Note: When the license is about to expire, a license expiration countdown is displayed at the top after login,
please update the license in time. After the license expires, ALB stops processing new connections, but you can
still log in to the Console to update the license. It is recommended to run "Backup Now" before upgrading to
preserve the current configuration, if the upgrade fails, you can select the previous version on the "Upgrade

History" page to roll back. A rollback automatically reloads the ALB service.
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14 Three-Admin Management

The three administrators (System Admin, Security Admin, Audit Admin) enter the management backend through

the separate admin login entrance.

14.1 User Management (System Admin)

Entry: the default page after admin-system logs in

ﬂﬂUS[ pnkanl =] @ English admin-system G Log out

A User Management A User Management | System Admin Privileges

o User Lifecycle Management

This page only handles account creation, enabling/disabling, and deletion. Role assignment and password reset are performed by the security admin
in "Account Management".

+ Create Account

ACCOUNT
USERNAME MNICKNAME ROLE STATUS STATUS CREATED AT LAST LOGIN TIME ACTIONS
admin- - 2026/08/10 2026/08/11 . .
System Admin Enabled & Disable O Delete
system 17:15:47 16:16:00
admin- : - 2026/08/10 2026/08/11 -
. Security Admin Enabled & Disable O Delete
security 17:15:47 15:30:39
. - = 2026/08/10 2026/08/11 . -
admin-audit Audit Admin Enabled & Disable O Delete
17:15:47 09:56:51
2026/08/10 2026/08/11
admin-alb ALB Admin Enabled & Disable O Delete
17:15:47 10:03:36

Responsibilities:

e Create new users (username, nickname, initial password)
e Enable / disable users

e Delete users

The System Admin is only responsible for the account lifecycle; it cannot assign roles or perform any ALB

business configuration.

14.1.1 Creating a User (Example)

Click "Create Account":
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Create User X

New accounts have no role by default. A security admin must assign a role
before login

*Username: | Please enter a username

Nickname: | Please enter a nickname

# Initial Password: | Please enter the initial password

o Password Policy Requirements

+ Password must be at least 8
characters

+ Must contain uppercase letters

+ Must contain lowercase letters

« Must contain digits

+ Must contain special characters (e.g.
|@#SW &)

Example values:

Field Example Description
Username zhangsan The login account
Nickname Zhang San The display name
Initial Password NewPass123! Must meet the password policy

A new account has no role by default; a Security Admin must assign a role before the account can log in.

14.2 Account Management (Security Admin)

Entry: the default page after admin-security logsin
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Apusic mitmies @ English  admin-security G Log out

A Account Manage A Account Management | security Admin Privileges

@ security Policy
Role Descriptions

System Admin Manages user accounts (ID: 1) Security Admin Manages security policy configuration (ID: 2)
Audit Admin Manages operation log auditing (ID: 3) ALB Admin Manages ALB business configuration (ID: 4)

ALB User Can only view ALB configuration (ID: 5)

USERNAME NICKNAME CURRENT ROLE STATUS LOCK EXPIRATION ACTIONS

admin-system System Admin Normal - L Reset Password @ Assign Role
admin-security Security Admin Normal - £ Reset Password © Assign Role
admin-audit Audit Admin Normal - £ Reset Password @ Assign Role
admin-alb ALB Admin Narmal - £ Reset Password @ Assign Role
user-alb ALB User Normal - £ Reset Password @ Assign Role

Total 0 items 1 10/ page

Responsibilities:

e View the user list
* Reset user passwords (must meet the password policy)
e Unlock locked accounts

Assign ALB roles (ALB Admin / ALB User)

The Security Admin cannot create or delete accounts.

14.2.1 Resetting a Password

Click "Reset Password" in a user row:
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Reset User Password

Reset password for user admin-system.

o Password Policy Requirements

« Password must be at least 8 characters.

« Must contain uppercase letters

= Must contain lowercase letters

= Must contain digits

+ Must contain special characters (e.g. |@#$%"&*)

* New Password

Please enter the new password

Enter a new password that meets the policy and click "OK".

14.2.2 Assigning a Role

Click "Assign Role" in a user row:
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Assign User Role
Assign arole to user admin-system.

* Select Role

o Privilege Exclusivity Note

The three-admin roles (System Admin, Security Admin, Audit
Admin) must be mutually exclusive and cannot be assigned to
the same user at the same time

cancel

You can assign the following roles to regular users:

e ALB Admin (role ID 4)
e ALB User (role ID 5)

The three-admin roles (System/Security/Audit) cannot be assigned here and are mutually exclusive.

14.3 Security Policy (Security Admin)

Entry: after admin-security logs in, select "Security Policy" in the left menu
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Apusic mitmies @ English  admin-security G Log out

A Account Manage.. Security Policy  securty Admin Privileges

@ security Policy

0 Identity Authentication / Account Security / Access Control

All policy changes take effect immediately and will affect new logins, password validation, and session validity

P Password Policy

* Minimum Password Length 8 Password Validity (Days) @ = 90
Require Uppercase Letters (@) Require Lowercase Letters (@)
Require Digits () Require Special Characters (3 ‘)
& Login Policy
Max Login Failures 5 * Account Lock Duration (Minutes) ~ 30

Session Timeout (Minutes) 3 1440

A Account Policy

Force Password Change on First Login ()

Cancel Changes Update Security Policy

You can configure:

e Password Policy: minimum length, validity period, and whether uppercase/lowercase letters, digits, and
special characters are required
* Login Policy: max login failures, account lock duration, and session timeout

* Account Policy: whether to force a password change on first login

Click "Update Security Policy" after making changes for them to take effect.

14.4 Operation Audit (Audit Admin)

Entry: the default page after admin-audit logsin
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® English admin-audit G Log out
® Operation Audit Operation Audit
Q

USERNAME ROLE OPERATION RESULT OPERATION TIME ACTIONS

admin-alb ALB Admin ALBFEREF Success 2026-08-10 17:52:01 @ Detail
admin-alb ALB Admin TRER SR Success 2026-08-10 17:52:01 @© Detail
admin-alb ALB Admin FRAR ARG Success 2026-08-10 17:52:01 @ Detail
admin-alb ALB Admin foananysd Success 2026-08-10 17:54:10 @ Detail
admin-alb ALB Admin F P S R) Success 2026-08-10 17:54:11 ® Detail
admin-alb ALB Admin BMALBEITRESRR Success 2026-08-10 17:54:12 @ Detail
admin-alb ALB Admin BRALBIE TR EE Success 2026-08-10 17:54:12 ® Detail
admin-alb ALB Admin HRESTRERE Failed 2026-08-10 17:54:12 @ Detail
admin-alb ALB Admin TS BACE Failed 2026-08-10 17:54:12 @ Detail
admin-alb ALB Admin FARALBERILE Success 2026-08-10 17:54:12 @ Detail

Total 188items < (1)2 3 4 5 19 > 10/page ~  Goto Page

Responsibilities:

e View operation logs of all users
e Filter by username, time range, role, operation result, and operation type

* View the detail of a single log entry

The Audit Admin has read-only permissions and cannot make any configuration changes.
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15 Common Operations

15.1 Change Password
Click the username button at the top to open the "Change Password" window:

* Enter the current password
e Enter a new password that meets the password policy
e Confirm the new password

e (lick "Confirm"

After the password is changed successfully, you need to log in again with the new password.

15.2 Switch Language

Click the language button (globe icon) at the top right of the header to open the language menu:

Aﬂiﬁ[ kAl i ® English  admin-alb G Log out
A
@& Run State Run State LSS
e
@ site Management ALB Traffic Server English
£ Configuration
@ Certificates Status: @ Stopped Start
i High Availability
B Log Management Virluzl Serve Locations Listen Ports P Active Connections
@ 3 @ 4 _(30 8089 ) (8080 ,O+ 0
P8 Modules 9090 TCP
@ System Info
& Request Traffic Trend m Hour
~@- Active Connections -@~ Accepted Connections ~@- Handled Connections —@-— Total Requests @ Reading Request Headers ‘Writing Responses 12 }

e Three languages are supported: i&{A53Z (Simplified Chinese), 2§22 (Traditional Chinese), and English
e The current language is highlighted in the menu
e The language preference is saved per user: the next login (including from a different browser) keeps the

selected language
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The login page is displayed in the system default language, after login, the interface automatically switches to

your saved language preference.

15.3 Log Out

Click the "Log out" button at the top and confirm to return to the login page.
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16 FAQ and Troubleshooting

16.1 Console access fails: Illegal Host Request

e Symptom: accessing the Console returns an Illegal Host Request E€ITOr:

{"code":7,"data":null, "msg": "IEEHostiFHK" }

e Cause: this is caused by the Console security policy. By default, only the host's own IP addresses and
localhost are allowed. This error occurs in scenarios such as Nginx reverse proxying or Docker container

networks.

e Solution: modify the system section of the Console configuration [ALB installation
directory]/console/conf/config.yaml :set enable-host-check to false , or add allowed

hosts to the allowed-hosts whitelist.

Restart the Console service after modifying the configuration.

16.2 Enabling traffic monitoring in the Console

If the page prompts that traffic monitoring is not enabled after you log in to the Console, follow these steps:
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admin-alb GiRth

EfTIRES

ALBFE RZ5E3

<
@ 5 6 8089 9091 8080 8088 | | 9090 TCP

o RS o P
ALB REREHRTFA
SEAENERATENS AN stub_status BEHAINE ALB, FREKIETIEEI N,

-@- EREEN BEkEE Bl ERe RS SAmEL SHER

Method 1: one-click enable (recommended)

* Click "Enable Now" and select a port; the system automatically configures stub status and listens on

the specified port.

Method 2: manual configuration

If one-click enable does not take effect, you can manually add stub_status to an http server block of the ALB

configuration file:

/node status {

.
’

Add the location configuration above to any http server block

Save the configuration file
Reload ALB:

./bin/reload-alb.sh

* Refresh the Console page
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Note: The ALB installation package enables stub_status forthe /status path in the main configuration
by default, so the Console can usually read the data directly. If the prompt still appears, check whether the main

configuration contains include conf.d/*.conf .

16.3 Login failure

e Check whether the username, password, and captcha are correct
e Check whether the account is locked (consecutive failures exceed the policy limit)

e Check whether the password has expired

16.4 Site configuration not taking effect

o Make sure the site is online

e Make sure the ALB main configuration includes include conf.d/*.conf

e |f SSL is configured, make sure the certificate has not expired and is correctly bound

16.5 Cannot edit configuration on a standby node

e An HA standby node only provides viewing capability; log in to the primary node to modify the

configuration

16.6 License expiring soon

e Alicense expiration countdown is displayed at the top after login

e C(lick "Update License" on the "System Info" page to upload a new license file

16.7 Page shows "reload: true" or automatically jumps back to login

e This means the current login has expired or the JWT token has become invalid

e Please log in again

16.8 HA failover fails

e Check whether the Virtual IP is occupied
e Check whether the primary and standby nodes can communicate with each other (heartbeat port, console
port)

e Check whether keepalived is correctly installed and running

16.9 Forgot the admin-alb password

e [f the Security Admin account is available, log in as admin-security and resetthe admin-alb

password in "Account Management"
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If none of the three-admin accounts are available, contact the System Admin to reset the account, or reset

it with the server-side command-line tool (refer to the Operations Manual)

16.10 Console port 8887 blocked by the firewall

Check whether the server firewall allows port 8887: firewall-cmd --list-ports Of iptables -L
-n

Temporarily allow it: firewall-cmd --add-port=8887/tcp --permanent && firewall-cmd --
reload

Check whether the security group / cloud firewall rules allow inbound traffic on port 8887

16.11 ALB process fails to start

Check whether the port is occupied: ss -1nt | grep :8080 (or the configured listen port)
Check whether the configuration syntax is correct: ./sbin/alb -t
View the error log: tail -f logs/error.log

Common causes: listen port conflicts, wrong SSL certificate paths, configuration directive syntax errors

16.12 Certificate import fails

Make sure the certificate is in PEM format and contains the complete certificate chain

Make sure the private key matches the certificate: the outputs of openssl %509 -noout -modulus -
in cert.pem | openssl mdb and openssl rsa -noout -modulus -in key.pem | openssl
md5 should be identical

For GM certificates, make sure ALB has the GM module support enabled

Check whether the certificate has expired: openssl x509 -in cert.pem -noout -dates
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